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1. INTRODUCTION
Information governance provides a framework to bring together all the legal rules, guidance and best practice that apply to the handling of information, allowing:

· implementation of central advice and guidance 

· compliance with the law 

· year on year improvement plans 

At its heart, information governance is about setting a high standard for the handling of information and giving organisations the tools to achieve that standard. The ultimate aim is to demonstrate that an organisation can be trusted to maintain the confidentiality and security of personal information, by helping individuals to practice good information governance and to be consistent in the way they handle personal and corporate information.

The Data Security and Protection Toolkit is an online system which allows NHS organisations and partners to assess themselves against Department of Health’s information governance policies and standards. It also allows members of the public to view participating organisations' Data Security and Protection Toolkit assessments. 
1.1 Purpose

The purpose of this document is to set out the approach taken by the Trust to provide a robust information governance framework.
1.2 Scope

This strategy applies to all types of information held by the Trust. This includes, but is not limited to:

· Patient, client, service user information

· Staff, contractor, volunteer information

· Organisation information
2. INFORMATION GOVERNANCE KEY OBJECTIVES 
2.1 Legislation and Guidance 

Adhere to the obligations under relevant legislation and guidance 

· All Trust policies and procedures are in line with relevant legislation and guidance and are reviewed on a regular basis. 

· Regular monitoring reports presented at the Data and Information Governance Steering Group.  
· Audit its practices in relation to data sharing as set out in NICE Clinical Guidance 138. 

2.2 Data Security and Protection Toolkit
Continue to demonstrate compliance with information governance standards through achievement of all mandatory assertions and ensuring plans are in place to progress beyond this minimum where it has been achieved

· Appropriate members of staff are assigned to the Data Security and Protection Toolkit assertions
· Regular updates presented at the Data and Information Governance Steering Group.
· Regular updates presented at the Board of Directors. 
2.3 Training and Awareness

Mandate all staff to complete basic information governance training annually appropriate to their role 

· All staff are made aware that they must complete information governance training on an annual basis as per the Training Policy. 
· Monthly reports are presented at the Data and Information Governance Steering Group.

· Regular updates about information governance are circulated via the Staff Bulletin. 

· The Information Governance Section on the Trust’s intranet is kept up to date. 

2.4 Information Risk Management

Continue to report on the management of information risks in statements of internal controls and to include details of data loss and confidentiality breach incidents in annual reports
· All incidents are investigated in accordance with Trust Policy. 
· Incidents are discussed at the Data and Information Governance Steering Group.

· Incidents are reported on the Data Security and Protection Toolkit if appropriate.
· Incidents are reported to the Information Commissioners Office if appropriate.

2.5 Audit
Ensure an information governance audit utilising the centrally provided audit methodology is included within each organisation’s auditors work plan.

· The Trust has set up a rolling three year programme with Internal Audit to ensure that all the assertions on the Data Security and Protection Toolkit are audited. The results and actions of the audit is discussed at the Data and Information Governance Steering Group and is distributed to:

· Senior Information Risk Owner
· Data Protection Officer
· Information Governance Manager

· Finance Director

· Head of Financial Accounts

· Deputy Director of Governance

· Chief Executive 
2.6 Communication 

Communicate the purpose or purposes for which information is collected for and who it can be shared with:
· The Trust’s registration with the Information Commissioner’s Office is renewed on an annual basis.
· Information is available on the Trust website in the Privacy Notices.
3. ROLES AND RESPONSIBILITIES

Please refer to the Information Governance Policy and Management Framework 

4. DOCUMENT DEVELOPMENT 

The stakeholders of this strategy are all employees of the Trust. 

5. CONSULTATION, APPROVAL AND RATIFICATION PROCESS

The consultation process undertaken at current strategy review is documented in Appendix 1. This strategy will be approved and ratified by the Data and Information Governance Steering Group.

6. DOCUMENT CONTROL

This strategy will be available on the Trust Intranet for read only access. As the strategy replaces a previous version, the old strategy will be archived within the intranet. The front page of the strategy will indicate the version number, the approving body and the date of approval, along with the next review date.

Copies of this strategy should not be printed unless it is absolutely necessary, as there is a risk that out of date copies may be in circulation.

Requests for this strategy in an alternative language or format (such as Braille, audiotape, large print etc.) will be considered and obtained whenever possible.

7. DISSEMINATION AND IMPLEMENTATION

A “publish and point” method of communication will be used, where relevant staff are informed about the publication of a new or revised document on the intranet.
8. MONITORING COMPLIANCE AND EFFECTIVENESS

The Trust will monitor this strategy and related strategies, policies and guidance through the Data Security and Protection Toolkit. An assessment of compliance with requirements, within the Data Security and Protection Toolkit will be undertaken each year. Annual reports and proposed action/development plans will be presented to the Trust Board for approval prior to submission to the toolkit. It is assumed that both Internal and External Audit will review this and associated procedures.
9. REFERENCE DOCUMENTS

Legalisation

· Data Protection Act 2018 
· The General Data Protection Regulations 2016  

·  Human Rights Act 1998
· Freedom of Information Act 2000
· The Health and Social Care (Safety and Quality) Act 2015 

Health and Social Care Information Centre

· Checklist Guidance for Reporting, Managing and Investigating Information Governance and Cyber Security Serious Incidents Requiring Investigation 2015

· 
Guide to Confidentiality in Health and Social Care: Treating confidential information with respect 2013
· Code of Practice on Confidential Information 2014
Department of Health

· Information Security Management: NHS Code of Practice 2007
· Records Management: NHS Code of Practice 2006
· NHS Legal and Professional Obligations: NHS Information Governance 2007 

· Information: To Share or Not To Share? The Information Governance Review 2013
· Government Response to Report of the Caldicott2 Review 2013
NHS England

· NHS Standard Contract
International Organization for Standardization (IOS)

· Information technology - Security techniques - Code of practice for information security controls 2013
National Institute for Health and Care Excellence (NICE)

· NICE Clinical Guideline 138 2012 

10. ASSOCIATED DOCUMENTATION

· Information Governance Policy and Management Framework
· Information Risk Management Policy Data Protection, Confidentiality and Security Policy 

·  Police Policy 

· Information Sharing Agreement Template 

· Information Sharing Protocol Template 

· Pseudonymisation and Anonymisation of Data Policy 

· Corporate Records Management Policy 

· Health Records Policy 

· Health Records Management Procedure Document for the Main Health Records Folder 

· Clinical Record Keeping Booklet 

· Freedom of Information Awareness and Handling Policy 

· Data Quality Policy 

11. APPENDICES

Appendix 1: Consultation Summary

	Those listed opposite have been consulted and comments/actions incorporated as required.

The author must ensure that relevant individuals/groups have been involved in consultation as required prior to this document being submitted for approval. 
	List Groups and or Individuals Consulted

	
	Senior Information Risk Owner / Information Governance Lead

	
	Data Protection Officer

	
	Caldicott Guardian 

	
	Data and Information Governance Steering Group
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